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* Microelectronics,
optoelectronics and MEMS
for high reliability & high-
tech fields

ALTER

TECHNOLOGY

 Equipment & systems testing

« Certification & engineering
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ATN: ENGINEERING, TESTING & CERTIFICATION

>

Accredited CERTIFICATION BODY (EN 17065:2012): N°107/C-PR261 ENTITY

European NOTIFIED BODY (NB 2031)

» EMC Directive: 2014/30/EU Electromagnetic compatibility

> RED Directive: 2014/53/EU Radio

Accredited TESTING LABORATORY (EN 17025:2005)
> Scope: N° 345/LES08
> MIL-STD-461 (EMC) / 810 (Environmental)
RTCA/DO-160

>

>

INTERNATIONAL RECOGNITION

NIST: National Institute of Standard and Technology
(USA) - EMC

NATA: National Association of Testing Authorities
(AUSTRALIA) - EMC and Safety

RRA: Radio Research Agency (SOUTH KOREA) - EMC

N2 P y European
: co-operation for

//%\\: - I' Accreditation

cZA CerTALARM @@

> INDEPENDENT

» IMPARTIAL

» CONFIDENTIAL

ALTER TECHNOLOGY TN
CONFORMITY ASSESSMENT
BODY
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& A ER ATN: CONFORMITY ASSESSMENT - METHODOLOGY

TECHNOLOGY

* The role of conformity assessment in the quality * ISO/IEC 17000 defines CONFORMITY ASSESSMENT as :

infrastructure and its importance to trade capacity demonstration that specified requirements relating to a
building and economic development product, process, system, person, or body are fulfilled
Figure 1 — The role of the guality infrastructurs Figure 2 — Example of & conformity assesament modal
WVOLUNTARY REGULATED
SOCIETAL CONCERNS SECTCR SECTOR

Health, safety, environment, economic well-being, fair trade, consumer protection,
governmental laws and regulations

GOVERNMENT
Sets policy, laws
ana technical
regulations
CUSTOMER STANDARDS REGULATORS
REQUIREMENTS Specific technical Administer
THE QUALITY requirarment of regulations
INFRASTRUCTURE Standardization it )
Conformity
Mmmhgy assesament
CONFORMITY ASSESSMENT
S e
Inspection
Certification
MEASUREMENTS ACCREDITATION
BUSINESS CONCERNS U caliration” competence
Trading, quallty, profitability, manufacturing, distribution, purchasing, use, ”‘Iﬁag:r’;:::::”
specifications, contracts standards
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& ALTER ATN: CONFORMITY ASSESSMENT — REGULATORS REQUIEREMENTS

COMMERCIAL Robots-RPAS VALUE CHAIN

RISK MITIGATION
- MESURES

H Service providers

Aviation Regulators

[=]

Eunopean STANDARDS ORGANIZATIONS

ICAO UAS Sectorial Regulators
SARPS { EASA BR Essential Requirements ] " Data privacy
JARUS | EASA RPAS — Safety Objectives ’ Safety UE Directives o
EASA - Technical Standards CE Marking manUfaCturers
! CS-Book2/OPS/FCL/IORG/C2/D&A ‘ > R&]TE RED
a > EMC & LVD 3 Safety Risk Assessment ‘\-\5 o) ——
A E SA > Machinery °® [ manufacturers ‘) 7 DE SECURIDAD EHGENE
SECRETARIA DE ESTADO
(')( Y(LECOMU:IICAOONES fa Ctu rers
YIAAA zockaAD ve MAIN ISSUES: RELIABILITY, BATTERIES, .. THan
Component Equipment & payloads PPAS manGtacturers Operators_ & Service
manufacturers manufacturers providers
iﬁf *GNSS components * Avionics sFixed wing sSurveillance
eAntennae eCommunication eRotocraft eSecurity
eSensors sTelemetry oTilt rotor eSafety / Hazards
sBatteries ..... eCameras... *Ariship ... sFacility Inspections
Julian Gallego Yagiie, ALTER TECHNOLOGY TUV NORD SEIDROB
REDROM Robética y sistemas no tripulados para aplicaciones de seguridad SOCIEDAD ESPANOLA PARA
LA INVESTIGACION Y

RED DE ROBOTICA Y MECATRONICA Madrid’ 2 de Diciembre de 2016 DESARROLLO EN ROBOTICA


http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwjEz5Sj78TMAhULsxQKHdFMAqcQjRwIBw&url=http://icolse2015.org/sponsors_exhibitors/&psig=AFQjCNHzmMXV2A6mXJmLLuUnEY7TUzfrjA&ust=1462604171105067
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwjEz5Sj78TMAhULsxQKHdFMAqcQjRwIBw&url=http://icolse2015.org/sponsors_exhibitors/&psig=AFQjCNHzmMXV2A6mXJmLLuUnEY7TUzfrjA&ust=1462604171105067
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiuopiX887MAhWBEhQKHbHZBwcQjRwIBw&url=http://www.iso.org/iso/home/standards/certification.htm&psig=AFQjCNH_XnG9fpTseutb7t6w2R0mVnpHkA&ust=1462948806697025
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiuopiX887MAhWBEhQKHbHZBwcQjRwIBw&url=http://www.iso.org/iso/home/standards/certification.htm&psig=AFQjCNH_XnG9fpTseutb7t6w2R0mVnpHkA&ust=1462948806697025
http://www.etsi.org/images/articles/logos/CEN-CENELEC-ETSI - European Standards Organizations.gif
http://www.etsi.org/images/articles/logos/CEN-CENELEC-ETSI - European Standards Organizations.gif
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjC55iooMPMAhXBVhoKHcUdA_sQjRwIBw&url=http://www.congreso-ciudades-inteligentes.es/organizacion/colaboracion-institucional/&psig=AFQjCNHwHCFu9KQMp3zu1SSuoZSCpPTSZw&ust=1462548600789078
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjC55iooMPMAhXBVhoKHcUdA_sQjRwIBw&url=http://www.congreso-ciudades-inteligentes.es/organizacion/colaboracion-institucional/&psig=AFQjCNHwHCFu9KQMp3zu1SSuoZSCpPTSZw&ust=1462548600789078
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiCrP6pqvLMAhUEbBoKHRizAD8QjRwIBw&url=http://cms.ual.es/UAL/universidad/serviciosgenerales/deportes/Pagina/CF1314_SALVAMENTO_SOCORRISMO_MA&bvm=bv.122676328,d.d2s&psig=AFQjCNFVMWV9QYHDSwtyEsfgOhvEf_Qa7w&ust=1464166208999178
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiCrP6pqvLMAhUEbBoKHRizAD8QjRwIBw&url=http://cms.ual.es/UAL/universidad/serviciosgenerales/deportes/Pagina/CF1314_SALVAMENTO_SOCORRISMO_MA&bvm=bv.122676328,d.d2s&psig=AFQjCNFVMWV9QYHDSwtyEsfgOhvEf_Qa7w&ust=1464166208999178
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjalJDM4vTMAhXJmBoKHSB2Dj4QjRwIBw&url=http://ultimasnoticiasnew.blogspot.com/2013/06/la-agencia-europea-de-medio-ambiente.html&bvm=bv.122676328,d.d2s&psig=AFQjCNG4CXvP8olFUohM0WrdBSClYDc8ww&ust=1464249987193019
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjalJDM4vTMAhXJmBoKHSB2Dj4QjRwIBw&url=http://ultimasnoticiasnew.blogspot.com/2013/06/la-agencia-europea-de-medio-ambiente.html&bvm=bv.122676328,d.d2s&psig=AFQjCNG4CXvP8olFUohM0WrdBSClYDc8ww&ust=1464249987193019
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwijibuT5PTMAhWMChoKHeGgADMQjRwIBw&url=http://secretariageneral.ugr.es/pages/tablon/*/noticias-canal-ugr/el-instituto-nacional-de-seguridad-e-higiene-en-el-trabajo-se-hace-eco-de-una-investigacion-realizada-en-la-ugr&psig=AFQjCNH3WvVLevboOii_2SdQBKkQCe11tA&ust=1464250432561684
http://www.google.es/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwijibuT5PTMAhWMChoKHeGgADMQjRwIBw&url=http://secretariageneral.ugr.es/pages/tablon/*/noticias-canal-ugr/el-instituto-nacional-de-seguridad-e-higiene-en-el-trabajo-se-hace-eco-de-una-investigacion-realizada-en-la-ugr&psig=AFQjCNH3WvVLevboOii_2SdQBKkQCe11tA&ust=1464250432561684

>\

ER ATN: CONFORMITY ASSESSMENT - TECHNIQUES

ECH 0 0GY

—

* CE Marking: Key indicator of a product’s conformity with EU regulation
» Compliance with essential requirements of EU technical regulations (Directives) N
» That compliance has been demonstrated throughout relevant conformity assessment procedures

* Functional Safety : Safe Robots-RPAS Design

» Part of the overall safety relating to the Equipment Under Control (EUC) and the equipment control
systems that depends on a system operating correctly in response to its inputs

» Functional safety is achieved designing a Safety-Related System (SRS) to carry out a Safety Function at a
reliability indicated by the Safety Integrity Level (SIL)

 Specific Operation Risk Assesment (SORA): Relative to a Safe Operation
» Each specific aviation risk needs to be analyzed and mitigated through a safety risk assessment

» A safety risk assessment shall be performed, covering both the drone and the operation, identifying all
the risks related to the specific operation, and proposing adequate risk mitigation measures

* Dual-USE export controls

» The trade in dual-use items — goods, software and technology that can be used for both civilian and
military applications and/or can contribute to the proliferation of Weapons of Mass Destruction (WMD)
— is subject to controls to prevent the risks that these items may pose for international security
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& ALTER ATN: CONFORMITY ASSESSMENT - TECHNIQUES

TECHNOLOGY

Robot-RPAS CE Marking: Standard procedure

- Machinery Directive 2006/42/EC

- EMC Directive 2014/30/EU <:| Identifiy the applicable directives

- LVD Directive 2014/35/EU
- RED Directive 2014/53/EU |

| Identify the applicable harmonised No harmonised standard applied

A4 Compile the technical file

- 1SO 12100:2010 Safety of machinery
- EN 60204-1 :2006 Safety of machinery - Electrical
equipment of machines ~ [TTTTTToTToooooooomosooooosoooooooooes

- IEC 62061:2005 Safety of machinery Functional safety
of safety related E/E/PE control systems

- ENISO 10218-1:2011 Robots and robotic devices —
Safety requirements for industrial robots

Manufacture of the product

Declaration of conformity

Affix CE Marking

Ready for the market
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ATN: CONFORMITY ASSESSMENT - TECHNIQUES

Safe Robot-RPAS Design: Functional Safety

(definition of limits)

:

[ Hazards identification ]

Functions of the machine ]

""""""" | [ Risk estimation ]
Risk !
assessment

e,

Risk evaluation ]

Has the risk been
reasonably
reduced?

[ Risk reduction process ]

Probability of X

RISK= ocurrence of harm

ISO 12100:2010

Safety of machinery. General principles for design.

Risk assessment and risk reduction

IEC 61508: Three safety lifecycles to manage all product phases
= Functional safety of electrical/electronic/programmable electronic (E/E/PE)

safety-related systems

= An (E/E/PE) safety-related systems covers all parts of the system which are

necessary to carry out the safety function:

Risk

Severity of
that harm

: Functional Safety
IEC 62061 Machinery (IEC 61508)

ISO 13849 Control Systems

! Risk ;
i assessment |

/ Protective measures implemented by the \

designer

Step 1: Inherently safe design measures

Step 2: Safeguarding and complementary
protective measures

Step 3: Information for use

. /

Overall Safety E/E/PE Safety Software Safety
Lifecycle Lifecycle Lifecycle
v ReD  [1]_cowen
H Overall scope
definition
Risk 3 Hazard & nsk
Assessment
Overall safety
H
. 5 Overall salety
Design | | requirement allocation ’
iz " ¥
Overall planning 9| FEEPE %1'5'3"1 %?JEttY | 11} Other risk reduction
B ovea Tl Oveat 8] overal requirements specification measures
operation & safety installation & 70 5 EPE Sa.'ol)ﬂ Specification and
maintenance validation commission lated realization
planning E pianning Fhatlzatlon I
Lo )
commissioning
Back to appropriate

Overall safe’
O&M validation
14| Overall operation
maintenance, repair

Overall modification ‘D
& retrofit
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@ ALTER  ATN: CONFORMITY ASSESSMENT - TECHNIQUES
Safe Robot-RPAS Operation

v Specific Operations Risk Assessment
v' Adequate Risk Mitigation Measures
v Acceptable Means of Compliance-AMC

AMC for:

» Communications systems

Where is the RISK?

» Safe termination flight

» Geofencing systems

IP Grade

IK Grade
ATEX Directive
RoHS Directive

Vibration

Radiation

Electric & Magnetic Fields

A Saline Environment

Acts of lllicit Interference
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ATN: CONFORMITY ASSESSMENT - TECHNIQUES

Exteriores se queja a Israel por
* Dual-USE export controls regalar un dron espaiiol a Rusia

> Council REGULATION (EC) No 428/2009 of 5 May 2009. El Gobierno traslada su “preocupacion” a las autoridades israelies
. . . por la vulneracion de la legislacion que prohibe reexportar
Setting up a Community regime for the control of tecnologias sensibles

exports, transfer, brokering and transit of dual-use

. . . Madrid - 26 NOV 2016 - 12:05 CET
items, including software and technology

» The International Traffic in Arms Regulations (ITAR) and
the Export Administration Regulations (EAR) are two
important United States export control laws that affect
the manufacturing, sales and distribution of technology

LT
q>‘

ECH 0 OGY

Administrative, criminal sanctions could be applicable,
apart from company loss of image in case of public

j u dge m e nt El dron que Espana habia vendido a Israel./ ALPHA UNMANNED SYSTEMS | EPV
ATN as hlghly InVOIVed In EEE Components & eqUIpment El Gobierno espafiol ha pedido explicaciones al israeli por la donacién al
export Contr‘ol procedures’ we had developed h|gh primer ministro ruso, Dmitri Medvéded, de un dron que la firma espafiola
Qe . Alpha Unmanned Systems SL vendi¢ a Israel. En una nota verbal a la

accurate capabilities for the regulation and procedures for | cajasasraeien acria, el inisterio de Exteriores expresasu
the DUAL USE management and apphcable IaWS and “preocupacion” por el hecho de que se haya vulnerado la legislacién que

. prohibe reexportar estas tecnologias sensibles; mas atin, a un pafs como
Sa nCtlonS Rusia, sujeto a sanciones de la UE.
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® ALlE! ATN: CONFORMITY ASSESSMENT — EASA “PROTOTYPE”

EASA on Annex Il — Product Legislation Framework

The conformity assessment procedures may range from a simple declaration of conformity by the manufacturer to a thorough
verification based on full quality assurance for the manufacturer and assessment of the design of the product by a conformity
assessment body notified by the Member State

‘ SAFETY STARTS IN DESIGN PHASE

EUROPEAN DIRECTIVES

OPERATIONS RISK ASSESSMENT
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ATN: CONFORMITY ASSESSMENT

H2020 WP 2017 - STANDARDIZATION process framework

Standardization, validation and certification of devices, products and systems for
security applications. Technology Readiness Level (TRL) 6, 7,..

» STANDARDIZATION. Starting from the technical specifications, the definition of the
essential requirements, test suite and verification procedures to develop a technical
standard and the associated product conformity evaluation or certification scheme

» VALIDATION / CERTIFICATION. Conformity evaluation of electronic products, such as
CE marking and other regulatory certifications or voluntary approvals according to EU
Security industry requirements

REGULATIONS SPECIFICATIONS DESING VALIDATION

CONFORMITY
DIRECTIVES STANDARD MANUFACTURING CERTIFICATION
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& ALT ALTER TECHNOLOGY TUV NORD (ATN)

https://www.youtube.com/playlist?list=PL1XbNXHAdTfzO9yjdXVVOkVvUmrfcaSmH

iiGRACIAS!!

Julian Gallego Yagte
Equipment & Certification Commercial Manager

E-mail: julian.gallego@altertechnology.com
Mov: +34 647 557 773
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